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	The American Waterways Operators

Interregion Safety Committee


TO:

All Captains and Pilots

FROM:
AWO Interregion Safety Committee

SUBJECT:
Lesson Plan for Your Company’s Vessel Security Plan

The attached lesson plan covers your company’s vessel security plan.  The purpose of this lesson plan is to assist you in understanding the elements of your company’s plan, your role in making it successful and how you can help be the “eyes and ears” on our nation’s waterways.

Please use the enclosed materials to conduct a vessel safety meeting in accordance with your company’s policy.  If you have any questions, contact your company’s safety office.

Andy Cannava

Chairman, AWO Interregion Safety Committee

Attachments

(1) Safety Meeting Guide – Company Vessel Security Plan

(2) Communication Procedures

(3) Maritime Security Levels

(4)  “Do You Remember?” and Answer Key

(5) Lessons Learned Submission Form

(6) Safety Meeting Follow-Up Form

SAFETY MEETING LESSON PLAN – INSTRUCTIONS FOR CONDUCTING FAMILIARIZATION OF 

COMPANY’S VESSEL SECURITY PLAN

Step I: Preparation

· Make sure all the materials listed above are included in this package.

· Review all the material before conducting the meeting.

Step II: Presentation

· Gather the crew.

· Conduct the meeting (approximately 15 – 20 minutes).

Step III: Follow Up

· Ask crewmembers to share a “near miss” or lessons learned.
· Log the record of the meeting as per your company’s policy.
· At the end of the meeting, complete the Safety Meeting Follow-up Form and return it as per company policy.
· Retain the Lesson Plan information for future use and reference.
NOTE!  PLEASE CONTACT YOUR COMPANY’S OPERATIONS OR SAFETY DEPARTMENT IF YOU HAVE ANY QUESTIONS OR SUGGESTIONS CONCERNING THIS LESSON PLAN.

Note!  This lesson plan and all the material it contains should be considered suggestions and helpful hints to assist you in conducting your vessel safety meeting.  You are encouraged to use your own words and experiences when presenting the material contained in this lesson plan.

SUGGESTIONS FOR CONDUCTING THE MEETING

I. Discuss the objectives of the lesson plan:

1. To review your company’s vessel security plan.

2. To review crewmember roles and responsibilities in the event of a suspected or actual security threat.

3. To share and collect “lessons learned.”

II. Deliver the training.  (The script is in bold italic.)  

Since the terrorist attacks of 9/11, there is an increased focus on security.  The goal of our company’s vessel security plan is to protect people and property and to prevent vessels from being used as weapons of mass destruction.  It’s important for us all to understand our roles and responsibilities in detecting security threats, preventing/restricting access to our vessel, and notifying our management and the appropriate authorities in the event of a security threat.

Along with reviewing our company’s policies and procedures, I’ve got some information here on some suspicious activities to be aware of, Coast Guard Maritime Security, or MARSEC, levels and hazardous cargoes.  Let’s go over it all together:

Communication

A company security officer is the individual who is responsible for developing, maintaining and enforcing our company’s security policies and procedures.  Our company security officer is:

_____________________________ (Name)

A vessel security officer is the person aboard our vessel accountable for the security of the vessel, including implementation of the security plan and liaison with our company security officer.  Our vessel security officer(s) is (are):

_____________________ (Names)

Let’s review our company’s security policy and our roles in detecting threats, preventing access to our vessel and notifying company management and the proper authorities:  (Review specific elements of your company’s vessel security policies and procedures, such as drills, as they relate to individual crewmembers.  Review both moored and underway response activities.)  

The Coast Guard National Response Center (NRC) has been designated as the national clearinghouse for information for all suspected or actual terrorist attacks in the U.S. domestic marine industry.  The NRC can be reached 24 hours a day at:

1-800-424-8802

(Review company policy on notification of management and other proper authorities.)

(Hand out “Communication Procedures.”)

Awareness

Increased awareness is essential to the prevention of any terrorist event.  There are many examples of suspicious activities that might indicate terrorist activities.  Can you think of any?  (Ask crewmembers.  Read the responses below if crewmembers do not mention them.)

(The following is a list of potential responses.)

· Unknown persons attempting to gain access to vessels or facilities.

· Small boats/vehicles with personnel in them loitering and perhaps taking photographs or creating diagrams of vessels or facilities.

· Suspicious general aviation aircraft operating near vessels or facilities.

· Theft of facility vehicles, vehicle passes, personnel identification, or personnel uniforms.

· Unknown or suspicious workmen trying to gain access to vessels/facilities to repair, replace, service or install equipment.

· Recreational boaters posing as mariners in distress to attract assistance from other vessels.

· Unknown persons attempting to gain information about vessels/facilities by walking up to personnel or their families and engaging them in a conversation.

Cargo

Criteria have been established that separate high hazard cargoes into three categories based on the risks the cargo poses.  The most dangerous cargoes are classified as Category 1 cargoes.  Cargoes that do not fall into one of the three categories do not pose a significant threat as a weapon of mass destruction, and some of these are grain, lumber, and coal.  

There is a new security document, called the “Declaration of Security.”  It helps vessels and facilities coordinate their security responsibilities.  Vessels carrying high consequence cargoes should have completed a Declaration of Security, or DOS, for every facility they call at.

Whether or not we carry hazardous cargoes, we should all be aware of high threat cargoes on the water, and we need to be vigilant about their potential for danger.  Let’s review the cargoes we carry and the precautions we may need to take.  (Review your company’s cargo-related security measures.)

Security Levels

The Coast Guard has three designated Maritime Security (or MARSEC) Levels.  Our company may move its vessels or operations to a higher security level than that designated by the Coast Guard, but not lower.  

(Hand out sheet explaining Maritime Security Levels.)

Let’s review these levels:

MARSEC Level 1 – New Normalcy: At this level, the threat of an unlawful act against a vessel is possible, but not likely.  This is the minimum security level in the post-9/11 world.

MARSEC Level 2 – Heightened Risk: At this level, there would be some undefined security threat, but no specific target identified.

MARSEC Level 3 – Incident Imminent: At this level, there would be a specific, known security threat.

III. Hold a discussion/Share “lessons learned.”

· Encourage an open discussion of this subject between crewmembers, asking them if they think they understand the information contained in this lesson.

· Relate any of your experiences.

(Script) Does anyone have any security lessons to share?  (If no crewmember offers an example, give one yourself or continue to share “lessons learned.”)

(Hand out the “lessons learned” submission forms and ask crewmembers to share their experiences on this or any topic for future lesson plans.)

IV. Hand out “Do You Remember?”

· Crewmembers should be instructed to take approximately five minutes to answer the questions.

V. Go over the questions and answers.

1. Ensure that all exercises are completed and that all correct answers are reviewed with the crew.

VI. Review the objectives of this safety meeting:

1. To review your company’s vessel security plan.

2. To review crewmember roles and responsibilities in the event of a suspected or actual security threat.

3. To share and collect “lessons learned.”

VII. 
Fill out the safety meeting follow-up form.

Communication Procedures to Report Suspicious Activity or Terrorist Operations on Inland Rivers

Situation Report Format – The following information should be included when making a suspicious activity or terrorist operations report.

· Name and phone number of reporting source and time of activity.

· Location of activity (Waterway -- Upper Mississippi River, Lower Mississippi River, ICWW or any other Rivers or Bays) mile point, at or near closest town, bridge, lock, etc.

· Incident Description:  Describe what you are seeing (strange activities of a person or vehicle, drum or boxes stacked at bridge pier, a vessel not maneuvering as in general navigation, anything out of the ordinary). 

· General Characteristics of Terrorists Operations – Since September 11, 2001, Americans have been increasingly aware of the threat from terrorist activities.  Be aware of any means of terrorism on the inland waterways:  anything out of the unusual should be reported, with special emphasis on locks, dams, bridges, terminals or any vessel operating out of the normal procedures of safe navigation.

· Professional and Public Awareness – All marine personnel on towing vessels, commercial fishermen, pleasure boaters, can help protect the U.S. by being observant and reporting suspicious or unusual activities to the proper authorities.  You can greatly increase the effectiveness of our law enforcement agencies.  When in doubt, make a report.  If it is something that looks out of place to you, then it is worthy of evaluation by proper authorities.

· Communications to the Proper Authority – The proper authority to receive reports of suspicious/unusual or potential terrorist activity on the Inland Waterways is the United States Coast Guard National Response Center at 1-800-424-8802 and the USCG Captain of the Port in your district.  They will immediately notify the local Coast Guard, FBI and other appropriate law enforcement and intelligence personnel.

· Means of Communication – The following communications systems can be used to contact the United States Coast Guard.

· Primary:  Cell phone or watercom

· Secondary:  Marine radio using Channel 16-22

· Other:  If you are out of range for your cell phone or radio, you could attempt to contact a manned vessel, which should be able to contact the Coast Guard.

Note:  If you are making a report over the radio, there is a good possibility that you will be overheard by other vessels or facilities, including the suspect.

DO YOU REMEMBER?

VESSEL SECURITY PLAN

Fill in the blank to complete the following vessel security information.

1. Our vessel security officer is: _________________ (name).

2. Our company security officer is: __________________ (name).

3. The Coast Guard National Response Center (NRC) should be contacted in the event of a suspected or actual terrorist attack.  The NRC can be reached ______ hours a day.

4. A vessel can be used as a __________ of mass destruction.

5. Which of the following are suspicious activities that might indicate a security threat? (Circle all that apply.)

a. Unknown workmen trying to gain access to vessels/facilities.

b. Theft of personnel identification.

c. Waving the “Stars and Stripes.”

d. Recreational boaters posing as mariners in distress.

e. Vehicles with personnel in them creating diagrams of vessels/facilities.

6. Grain is a hazardous cargo.  (Circle one.)

a. TRUE

b. FALSE

Employee Name: ________________________________

Vessel Name: __________________________________

Date: ______________________________

NOTE: All incorrect answers are to be corrected in ink and initialed by employee.
DO YOU REMEMBER?

VESSEL SECURITY PLAN

ANSWER KEY

Fill in the blank to complete the following vessel security information.

1. Our vessel security officer is: _________________ (name).

2. Our company security officer is: __________________ (name).

3. The Coast Guard National Response Center (NRC) should be contacted in the event of a suspected or actual terrorist attack.  The NRC can be reached ___24___ hours a day.

4. A vessel can be used as a ___weapon_______ of mass destruction.

5. Which of the following are suspicious activities that might indicate a security threat? (Circle all that apply.)


a. Unknown workmen trying to gain access to vessels/facilities.

b. Theft of personnel identification.

c. Waving the “Stars and Stripes.”

d. Recreational boaters posing as mariners in distress.

e. Vehicles with personnel in them creating diagrams of vessels/facilities.

6. Grain is a hazardous cargo.  (Circle one.)


a. TRUE

b. FALSE

Employee Name: ________________________________

Vessel Name: __________________________________

Date: ______________________________

NOTE: All incorrect answers are to be corrected in ink and initialed by employee.
LESSON LEARNED SUBMISSION FORM

Do you have a lesson learned to share as part of a future lesson plan?  You can use this sheet or submit this information in a similar format.

Type of incident:

Date:

Time:

Weather Conditions:

Location/Milemarker:

Tow make-up:

Explanation of incident:

Please give this form to your operations or safety department.  It will be passed on to the AWO Interregion Safety Committee for its “lessons learned” library.  Thank you for your contribution to making our industry safer.

SAFETY MEETING FOLLOW-UP FORM

MEETING TOPIC:  Vessel Security Plan
FACILITY/VESSEL ______________________________________________________

DATE OF MEETING:  MONTH: _____________   DAY: ___________   YEAR: _______

TIME STARTED: ________________    TIME ENDED: _______________

MATERIAL LISTED ON COVER PAGE RECEIVED?   YES _____  NO _____

SAFETY MEETING INFORMATION:

1.
WAS THE MEETING TOPIC TIMELY/HELPFUL?   YES _____  NO _____

2.
DID THE CREW PARTICIPATE IN THE MEETING?   YES _____  NO _____

3.
INFORMATION FOR THE MEETING WAS FACTUAL?  YES _____  NO _____

4.
DID YOU MAKE AN ENTRY IN INK IN THE VESSEL LOG DESCRIBING

 
DATE, TIME AND TOPIC OF MEETING?   YES _____  NO _____

5.
ANY COMMENTS OR SUGGESTIONS CONCERNING THE MEETING: _____________________________________________________________________

______________________________________________________________________

6.
WHAT TOPIC/TOPICS WOULD YOU LIKE TO DISCUSS IN FUTURE MEETINGS?

______________________________________________________________________

EVERYONE ATTENDING THE MEETING MUST SIGN BELOW:

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

MEETING CONDUCTED BY: ___________________________________

DATE: ______________________________
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